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Low Orbit Blues:
The Noir in Cybersecurity

Roy Balleste'

You are one thousand miles above the surface of Delmak-O...
— Philip K. Dick?

A Prelude to Exploration

Human life is valuable. Whether short or long, it leaves an imprint on humani-
ty’s story. The implications of entering the vastness of space and the fabric of time
stir profound reflections on existence and the essence of survival. The outcome of
space exploration and long-duration missions underscores the notion that traveling
through space and time could grant astronauts an expansive panorama of the cos-
mos, compelling them to grapple with the realization that confronting the future is
far more complex than it initially appears. The challenge ahead reminds humanity of
valuable lives against the rising horizon of technology expanding from our cislunar
space into interstellar space. The future compels legal experts to consider the mean-
ing of space exploration. This exploration means embarking on a journey that, in es-
sence, shifts one’s place within the continuum of time.* Entering the great expense
of outer space focuses our immediate attention on the Low Earth Orbit (LEO).
The LEO orbit encompasses Earth-centered orbits with an altitude of 1,200 miles
(2,000 km) or less.* This orbit is considered near enough to Earth for convenient
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transportation, communication, observation, and resupply. It also is the area where
the International Space Station currently orbits and where many proposed future
platforms will be located.” A more precise measure of this orbit involves examining
the range of elevations beneath which satellites are unable to sustain their trajectory
(80-100 km) and the altitude beyond which the level of the entrapped radiation belts
complicates satellite operations (up to approximately 2,000 km).° The LEO space is
a symbol of present and future economic growth, where national interests in research
evolve in parallel with plans of deep space exploration led by the Artemis program.”
This fascinating orbital space is not without challenges. A sort of low orbit blues
menaces the future success of commerce and peaceful use of outer space. The In-
ternational Telecommunication Union (ITU) noted in 2021 that about 2.9 billion
people around the world lack access to the Internet.® This scenario offers the pri-
vate sector commercial opportunities to work on the construction of small satel-
lite constellations to provide Internet access from LEO.” One great advantage of
this LEO orbit is its close proximity to the Earth’s surface, with almost no delay
in data transmission.'” While this is a sign of hope and human development, ad-
ditional geopolitical factors foreshadow this expected progress. Objects in Low
Earth Orbit have become integrated into the vast web of the internet, resulting in
an expanded attack surface for potential hackers." The hack or destruction of LEO
satellites could represent a disruption of a vital communication network, foreshad-
owing unexpected legal dilemmas. This is profoundly important in various situ-
ations, from regular Internet users relying on LEO data to astronauts exploring
deep space, where the availability of services is vital for commerce or even survival.
LEO satellites serve as vital conduits, facilitating data transmission from earth-
based stations to spacecraft, venturing into the vastness of deep space. The effect
arises from a vast array of antennas strategically positioned across the globe, span-
ning all seven continents, complemented by satellites orbiting in space, which
collectively facilitate the transmission of radio waves.'> “Astronauts and mission
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controllers rely on this network to transmit messages and commands.”"* Spacecraft
in orbit can communicate directly with ground stations on Earth only when they
possess an unobstructed view of ground stations, an occurrence that is general-
ly brief." The feasibility of this endeavor is attributed to the existence of “tracking
and data relay satellites,” commonly referred to as TDRS.” “These satellites relay
data from spacecraft to ground stations, allowing NASA to provide near-continu-
ous global communications coverage to missions in low-Earth orbit”'¢ The TDRS
is an essential conduit for transmitting information, facilitating space-based re-
search and exploration from its vantage point in geosynchronous orbit around our
planet.”” The satellite constellation guarantees an almost unbroken global commu-
nications network encompassing more than thirty-five LEO-orbiting spacecraft.'®
This useful technology may also have additional applications.

Consider, for example, a scenario of fourteen colonists traveling on their way
to a habitable exoplanet. Philip K. Dick relates the story of fourteen colonists who
travel to the planet Delmak-O." Each of them is brought there with the promise of
a new beginning.?* Upon arrival, they attempt communication via satellite, howev-
er, the communication system fails, leaving the colonists without contact and un-
able to leave the planet.” Eventually, the situation spirals into chaos as more time
passes.”? These are the events depicted in Philip K. Dick’s novel, A Maze of Death.
While the exact condition of space explorers in the vastness of deep space will be
revealed as time unfolds, the more significant challenge lies in the nature of hu-
man existence. These are some of the factors explored by the novel. Notions of
space exploration will highlight the next fifty years when nations will increase their
presence in space and endeavor to safeguard their infrastructure. This will require
grappling with the legal complexities stemming from inherent cyber vulnerabil-
ities associated with space exploration. In the same spirit, the use of outer space
encompasses cyberspace with all its activities. The future of humanity and its ex-
pansion to off-world colonies are the inspiration that Philip K. Dick shares in his
most famous novel, Do Androids Dream of Electric Sheep?** Most popularly known
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as the novel behind the motion picture Blade Runner, the visionary work is consid-
ered one of cinemas’ most fascinating noir sci-fi stories.* Both, the book and the
motion picture are concerned with the essence of humanity.” As humans enter the
next space age, notions of technology may threaten or improve humanity’s ability
to develop a new age of discovery in outer space.

Matters of Law and Orbits

Planet Earth is in a galaxy like no other. From a distance, it may look like many oth-
ers. The closest world with intelligent life—if any—is unknown. In between, there
are millions of planets and thousands of potential exoplanets spreading across the
galaxy. But life may be rare, for planets harboring life may be unique and hard to
find in the universe. Yet, our existence’s noble purpose is to explore new worlds. Oc-
casionally, it is appropriate to take a moment to reflect on the past, if only to rec-
ognize the distance traveled and to contemplate the future. In the vast expanse of
outer space, the concept of borders fades into irrelevance. Yet, as the legal field con-
siders the LEO orbit, challenges surface to cast shadows over long-held notions, ig-
niting uncertainties within the fabric of current realities. Simply said, technology is
continuously developing. This is the technical progression of low-earth orbit com-
munications. In terrestrial endeavors, those who venture into the cosmos will rely
upon an intricate web of communication systems, including LEO satellites. For ex-
ample, Starlink and Project Kuiper are deploying networks of LEO satellites to pro-
vide global connectivity to the Internet, especially to underserved or remote areas.*
LEO satellites provide rapid, reliable communication, offering an ideal alternative
for broadband Internet and cellular services.” These satellites present a pragmatic
solution. Their orbit is ideally suited for the nascent phases of space exploration, the
rigorous testing of satellites, and the essential training of astronauts.” The Interna-
tional Space Station (ISS) provides another LEO example by enabling sustained
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human presence in space and advancing technologies that may serve explorers in the
vastness of deep space.”” In this context, the legal inquiry necessitates clarifying
the threats of failed communications relays that connect LEO satellites. Addressing
this inescapable cyber threat necessitates the realization that an analysis of cyberse-
curity law and policy incorporates the consideration of cyberspace prioritized.

The evaluation of the present challenge must include the possibility of an ex-
ternal malicious actor disrupting satellite systems. Professor Carl Christol, an es-
teemed authority on space law, emphasized the imperative for a renewed dedication
to the rule of law in global matters aimed at fulfilling the aspirations of humanity.*’
He seemed concerned with the rule of law significantly shaped by a progressive
and pertinent legal framework governing the space environment and its natural
resources, which aimed at fulfilling humanity’s aspirations.”® Accordingly, to ef-
fectively tackle illicit activities threatening LEO satellites, stakeholders must rec-
ognize that human endeavors shape cybersecurity in outer space. As the threat
environment expands to include interconnected domains, stakeholders should
be prepared to deal with increased vulnerabilities. Christol further noted that
evolving an international legal framework governing outer space will undoubt-
edly enhance the thrill of uncovering an innovative model of human experiences
and interactions.”” The challenge here involves individuals acting alone or direct-
ed by rogue nations to interfere with space missions through cyber means. This
state of affairs, grounded in reality, resides within a partial legal void. As legal ex-
perts search for the rule of law, there is a point of departure. Article I, paragraph 2
of the Outer Space Treaty, notes that:

Outer space, including the Moon and other celestial bodies, shall be free for exploration and
use by all States, without discrimination of any kind, on a basis of equality and in accordance
with international law, and there shall be free access to all areas of celestial bodies.*®

The spirit of the Outer Space Treaty must be contrasted with the realities of ris-
ing global conflicts. Satellite technology exists for use in space, where their military
capability may be exploited for reconnaissance, guiding weapons, and supporting
other warfare activities on the surface of the Earth.* The nature of the utilization of
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space is tied directly to the activities of States, as Michel Bourély, former legal ad-
viser to the European Space Agency, observed how space activities have emerged
within the domain of nations, whether exclusively, as noted in certain cases, or in
a more limited fashion, as seen in others.”> Without a doubt, States have kept the
primary control over those space activities that belong to the military.’® But then
again, military activities are linked to State sovereignty and, thus, the defense of
the nation.” Along this line of reasoning, the rapid expansion of space-based sys-
tems to support military operations among the major powers has been observed.
These activities have translated into real events, with “significant resources now
devoted by each of them to the development of ever-more effective (and potent)
space-related weaponry”*® Sadly, the “prospect of a celestial war can no longer be
regarded as mere fantasy.?® In light of the legally ambiguous cyber threat land-
scape and the quest for meaning in a hostile environment, the noir in cybersecuri-
ty demands new guidance to delineate the future rule of law.

If humanity is to expand its exploration of the solar system and travel more fre-
quently, its technology must be dependable. Yet, the concept of a nation engaging
in cyber operations to disrupt the space infrastructure of another nation is more
concerning, mainly if the nation permits the use of its territory for such opera-
tions.* The intersection of the cyber and space domains challenges all principles of
space law and even all notions of international law. Michel Bourély also observed
that operations conducted in outer space have a moral aspect that necessitates the
rapid development of legal frameworks.* In the same vein, Bourély would agree
that cyber activities in space are linked to state sovereignty. In other words, ex-
ploring outer space generally rests with responsible States.*> While this concept is
usually understood, it takes on a new meaning when cyberspace enters the anal-
ysis. Modern plans for the Moon and Mars should involve a forward-thinking
approach, focusing on informed decision-making and risk reduction. The space
industry should strive to be proactive rather than reactive to ensure a successful
transition. And these proactive measures pose an intriguing question. Considering
the challenge, it is essential to approach the analysis in a way that broadens the per-
spective of strategic threat intelligence for space activities. This approach should
involve applying strategic thinking to the various factors in developing the LEO
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orbit. In the space industry, the process of intelligence gathering and understand-
ing may begin with strategic threat intelligence. Thus, strategic threat intelligence
is high-level knowledge of the global danger environment and an organization’s
role.* Strategic threat intelligence informs CEOs and other executives about cyber
threats.* The research suggests that as traditional armed conflict becomes more
risky and costly, cyberattacks are becoming increasingly attractive in the space be-
tween peace and full-scale war.*” In this context, cyber operations emerge as an
additional information security concern that can potentially extend to the far fron-
tiers of space exploration.*® These cyber operations have a specific goal, but their
unpredictability can be intensified by additional disruptions that affect targets be-
yond the initial objective.”

While the space industry seeks solutions to new problems, Judge Manfred
Lachs’ advice acts as a guidepost.*® It is thrilling to think of the other planets that
await discovery and exploration. On such planets, colonists will arrive in one-way
rockets, as in the case of Delmak-O, to participate in mystifying colonization pro-
grams.* Madred Lachs, former judge and president of the International Court of
Justice, said that modern science’s greatest feats are but a small part of a far larg-
er epic.” In the same way, this approach could be considered the search for a stra-
tegic threat intelligence that seeks to avoid misjudging the threat actors and aims
to discover informed business decisions.” Strategic threat intelligence may help
LEO operations reduce cyber risks and better use existing data, which should lead
to the development of laws that will manage the intricacies of the space domain.
As the twenty-first century draws to a close, the LEO orbit may be poised to be-
come increasingly congested with an array of satellites, space stations, and private-
ly operated installations. The orbital lanes could stand on the precipice of chaos,
where antiquated treaties provide inadequate protection against the encroaching
influence of corporations, hackers, and rogue nations. The aspirations for peace-
ful exploration of the cosmos stand in stark contrast to the looming specter of ar-
maments in the vastness of space. As the quest for power in the cosmos intensifies,
nations engage in fierce competition to engineer anti-satellite weapons (ASATs)
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designed to destroy orbiting satellites.”* A distinct arena of anti-satellite technol-
ogy that has recently garnered attention is the non-kinetic variant. Cyberattacks
exemplify a remarkable form of non-kinetic anti-satellite strategies, harboring the
capacity to cause significant damage to satellites.” A confrontation in space may
very well extend beyond the confines of the LEO orbit. The existence of human-
ity, much like in any other sphere of endeavor, would find itself in peril. As time
passes, it becomes increasingly apparent that an environment of rising tensions
prevails.

One central consideration is the use of law as a tool for achieving a global or-
der of human dignity, including the many aspects that this endeavor entails. Space
industry stakeholders must search for legal norms that will offer certainty and
promote the security of future space missions. The search for legal and technical
standards does not respond to preordained theories or beliefs, instead, it is the re-
sponse to tangible dynamics of cyber operations, their relations with governments,
and their relevance to national security. The integration of cyberspace in the en-
hancement of space endeavors ought to be steered by the values of the Outer Space
Treaty and the foundational tenets of relevant space law. Article I (2) of the Out-
er Space Treaty highlights the free exploration and use of outer space without dis-
crimination of any kind.” While the expectation is that the use and exploration
of outer space will be peaceful, the stakeholders must also acknowledge the ris-
ing threats and emerging attacks. The problem with assessing LEO orbit endeavors
from the lens of space law, or even cyber law, is that it assumes that rules of behav-
ior will be followed or that these rules are clearly defined and accepted. However,
even for experts, the principles of behavior being drafted seem to “walk” careful-
ly around geopolitics. However, the application of the rule of law to space oper-
ations should coincide with Article IIT of the Outer Space Treaty. This provision
requires that space activities shall be conducted “in accordance with international
law, including the Charter of the United Nations, in the interest of maintaining in-
ternational peace and security and promoting international co-operation and un-
derstanding” The task is to seamlessly integrate new cyber activities into evolving
LEO endeavors.

The third decade of the twenty-first century is now emerging, and the US Space
Operations Command has assigned cybersecurity and intelligence specialists to
work with satellite operators to support military units and protect US systems with
adequate cyber defenses.”® US Admiral Michael Rogers, commander of US Cyber
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Command and director of the National Security Agency, once observed: “The seas
around the world are, much like the cyber domain, not governed by one single na-
tion.””” He noted that humans needed to establish standards of conduct in the on-
line world to maintain the free flow of knowledge and ideas, as had been done in
the ocean.” It is now clear that a new and unified strategy is required to address the
risks impacting space-enabled communications and associated human activities.

Dystopian Landscape

In 1958, Myers McDougal, a renowned international law scholar, warned that the
conquest of space had barely begun.” His observations no doubt aroused inter-
esting questions and encouraged further discussion. As if McDougal had a crystal
ball to forecast the future, he anticipated a legal evolution necessitating the recog-
nition of future difficulties, stressing the terrestrial basis of much of our law and
the earthly methods in which, for some time, we would continue to think about
law in outer space.®® Today, as plans are drafted for the future, the inescapable
truth lies within the human condition. McDougal correctly foresaw the increase
in counterspace activities, which involve combining offensive and defensive oper-
ations to gain and sustain control and security in space.® To ensure the enduring
essence of the Outer Space Treaty, security concerns must take precedence in any
proposed plan. However, space law is failing to keep pace with the increasing num-
ber of objects being launched, the related cyber activities, and even the forthcom-
ing astronaut missions.” This task presents a multitude of dangers that loom over
humanity’s progress as it seeks to explore the solar system. One of these threats
emanates from the cyber domain.

The present state of cyberspace evokes images of a dystopian future where crime
is rampant and law enforcement struggles to maintain order. This notion is clear-
ly illustrated by the 1979 film Mad Max, released in the US by American Inter-
national Pictures LLC/ Filmways.® This Australian dystopian action film tells the
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story of a world with a declining rule of law.** Like the lawless hackers of present
cyberspace, in the story, unbound motorcycle gangs roam the countryside.® The
challenges of a lawless domain of human activity are illustrated by the efforts of
the Australian Main Force Patrol (MFP) and their high-speed interceptors.* The
story serves as an allegory for the present efforts of governments seeking to catch
up to the hackers that race unbound across cyberspace. Whether with intercep-
tors or computers, technology has been an excellent tool for improving the overall
quality of human existence. It is the existence of humanity that defines behavior.
In this setting, many cybercrimes may be considered traditional or “real world”
crimes.”” The borderless nature of cyberspace provides anonymity and a fertile en-
vironment to quickly impact victims globally.*® This nature also makes it difficult
to pinpoint a crime’s origin. Given the disadvantages associated with forensic anal-
ysis, the time invested in attributing these activities is seen as a waste of time.”
There is an additional drawback when dealing with criminals who exploit rapidly
evolving technology to outsmart the government.” The intersection of technolo-
gy and law highlights the glaring gap between legal frameworks and technological
advancements, resulting in a pressing concern for public safety.”

Regrettably, a dystopian scenario is increasingly becoming a reality. Lately, there
has been considerable discussion and study regarding the future of cyberspace and
its impact on society. The Center for Strategic and International Studies conduct-
ed an analysis focused on warfare in cyberspace as part of their series “On Future
War”’? An innovative combination of public polls, expert forecasts, and AI-gener-
ated threat scenarios was employed to examine the evolving nature of cyber opera-
tions aimed at the United States.”” The data is especially relevant because the study
included a public survey of over 1,000 people from around the US and six tabletop
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exercises with more than 50 top cyber specialists and experts in foreign policy.”*
The findings unveiled a projection of a cyber future characterized by targeted as-
saults on governmental services, essential infrastructure, and public confidence.”
The findings also emphasize the tendency of potential adversaries to undermine
the United States by means of cyberattacks that result in extensive disruption in
critical services and small companies, along with espionage operations aimed at
pillaging patents.”

The technical advancements over the last two decades have transformed into
obstacles and drawbacks to overcome. In the US, for example, as criminals delib-
erately use new methods to commit the same crimes, the government, in contrast,
finds itself in a defensive position when addressing illegal actions.”” Sophisticated
criminals can elude law enforcement due to their utilization of advanced technolo-
gy and techniques that surpass the capabilities and knowledge of the government.”®
The utilization of advanced encryption to facilitate unlawful ventures exemplifies
the challenge law enforcement faces in keeping pace with criminals.” The Depart-
ment of Justice, Homeland Security, and numerous international organizations
have identified impediments to assisting foreign governments in improving their
ability to combat cybercrime.** Some significant drawbacks include a lack of spe-
cialized tools such as money, trained personnel, and a clear understanding of what
constitutes a computer crime.*' The cyberlandscape is mired by barriers stemming
from the activities of hackers and similar actors, especially those engaged in ma-
licious activities across national borders.** Cyber operations have become an easy
tool of choice since these can be conducted anywhere in the world simply by ac-
cessing a computer and an Internet connection.®

The need for cybersecurity extends to satellite operations, which rely on a trio
of interconnected segments. The US National Institute of Standards and Tech-
nology (NIST) defines the commercial space operations architecture as includ-
ing space, ground, and user segments.* The space segment includes two parts. The
first is the vehicle or satellite, which “consists of the platform and one or more
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payloads.™ The second is the bus, which “consists of the components of the ve-
hicle associated with the ‘flying of the satellite, such as power, structure, attitude
control system, processing and command control, and telemetry”* Usually, the
bus and the payload together comprise the satellite.®” This space segment connects
to the ground segment and user segment. The ground segment is comprised of
ground operations (terrestrially-based) “that can be automated or conducted by hu-
man operators.”® Lastly, the user segment includes the “consumers, such as Global
Positioning Systems (GPS) receivers, satellite phone users, satellite Television re-
ceivers, vehicles, 5G users, industrial systems, mobile devices, and aircraft”® The
US NIST has noted the associated threat to commercial space operations archi-
tectures, emphasizing the synergy of segments functioning as a cohesive whole.”
Conversely, the realm of space communication represents a quintessential human
endeavor, fraught with its own set of security challenges.

Nowadays, criminal behavior has taken root in cyberspace, which is both
a complicated information highway and an arena for warfare. New laws are need-
ed in every area where humans engage in activities, including on land, in the air,
in space, and online. In other words, tackling the dangers of the cyber domain re-
quires that scholars acknowledge that cybersecurity is at the core of human space
activities. Information networks require practices and strategies to safeguard and
defend them in an evolving new space arena. The core of information protection
is reflected in availability, integrity, and confidentiality.”* It involves an organiza-
tion’s overall risk assessment and considers law, due diligence, due care, and re-
lated risk management strategies. Indeed, an analysis of threats and challenges in
the space industry from 1977 to 2019 reveals a broad attack surface.”? The afore-
mentioned discoveries, accessible in the public sphere, were classified according
to the specific segment of space that was targeted, whether it was governmental,
commercial, civilian, or military in nature.” Additionally, the incidents were clas-
sified based on the type of occurrence, such as jamming, spoofing, computer net-
work exploitation, and hijacking.”* The motivations behind these events were
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also identified, including State espionage, hack and leak operations, and illicit ac-
tivities.” Space cybersecurity researchers would not be surprised to know that the
ground segment was the most targeted segment from the events analyzed, fol-
lowed by RF data transmission.”® Experts predicted this outcome due to attackers’
experience with ground-based tactics and the worldwide reach of RF communi-
cations.” The painful realization is that space objects have been on hackers’ list of
targets. The study revealed that, in spite of operational o challenges, the space in-
dustry remains vulnerable to attacks, with eight documented cases, with most of
those attacks—91%—targeting government-owned assets.”® This happens against
the background of the Outer Space Treaty, Article II, which asserts that the space
domain “is not subject to national appropriation by claim of sovereignty”* This
statement is one of the cornerstones of international space law and supports the
true spirit enshrined in Article I (2), emphasizing that outer space is accessible for
exploration and use without any restrictions. In the same manner, Article 45(1) of
the International Telecommunication Union (ITU) Constitution specifies that the
functioning of all stations must be conducted in a manner that does not result in
detrimental interference with “radio services or communications.”® Unfortunate-
ly, the existing norms for cyber operations are inadequate and more troublesome
when applied to the space domain.

The Russian war of aggression in Ukraine has been paradoxical against the
backdrop of the global rule of law. The current situation has resulted in an envi-
ronment lacking in law and order as the strength of the rule of law diminishes.
Within this environment, military offensive operations are carried out in accord-
ance with the legal and policy frameworks established by governments. Retired US
Army Lieutenant Colonel J.W. Shipp, a cybersecurity expert, acknowledges that
cyberspace and outer space are global arenas for military operations, where the
objective is to achieve supremacy to gain control over information.'”" According
to Shipp, the essential objective in every domain is to ensure allies” actions and, if
necessary, prevent enemies from acting.'”® He suggests that common elements can
be used to devise a strategy.'” In this regard, Article IV of the Outer Space Treaty,
notes in relevant part, as follows:
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The moon and other celestial bodies shall be used by all States Parties to the Treaty ex-
clusively for peaceful purposes. The establishment of military bases, installations, and
fortifications, the testing of any type of weapons, and the conduct of military maneuvers
on celestial bodies shall be forbidden.**

On the other hand, a dystopian landscape is unfolding, where rising power
competition among nations is highlighted by various hackers, such as mercenar-
ies, privateers, and spies, who bid to advance diverse agendas.'” The Outer Space
Treaty appears to be on a path toward obsolescence, with some of its provisions no
longer able to guide the development of new technologies. In the cyberspace do-
main, legal developments are equally troubling. While various government experts
have considered the operative aspects of these hackers or cyber operations for
over ten years, discussions have focused on aspirational or soft law principles that
suggest a voluntary honor code. This honor code-in-formation or international
cyber norms began to evolve with the 2013 Report of the UN Group of Govern-
mental Experts on Information and Telecommunications in the Context of Inter-
national Security.'® In 2021, the Group of Governmental Experts on Advancing
Responsible State Behavior in Cyberspace in the Context of International Security
presented their report, observing that “efforts should be conducted in accordance
with their obligations under the Charter of the United Nations and other interna-
tional law, with a view to preserving an open, secure, stable, accessible and peace-
ful ICT environment.”'”” The GGE, in the same 2021 report, paragraph 71(g) notes
in particular the following:

The Group reaffirms that States must meet their international obligations regarding in-
ternationally wrongful acts attributable to them under international law. It also reaf-
firms that States must not use proxies to commit internationally wrongful acts using
ICTs and should seek to ensure that their territory is not used by non-state actors to
commit such acts.'”®

The efforts of the various UN Group of Governmental Experts considered the
international community’s expectations in search of norms for responsible state
behavior. While these endeavors provide potential models for future guidelines or
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codes of behavior, unfortunately, these are still ambitious and have not yet been
fully realized. Therefore, other factors indicate the need for an alternative course
of action. The world is more dangerous now than in the last decades of the twen-
tieth century. In this tumultuous environment, due care continues to be crucial in
launching best practices to protect organizations.'” Given the offensive capabilities
of hackers, terrorist groups, and criminal organizations engaged in transnational
hostile cyber operations, stakeholders in the space sector have a vital responsibili-
ty to fulfill. It is imperative that they assume a proactive stance, exploring innova-
tive avenues to confront these pressing cyber threats. In the grand tapestry of the
cosmos, the true essence of peaceful exploration lies in the harmonious collabora-
tion of nations and the collective spirit of humanity.

Gray-Zone Power

The concept of cyberspace has undergone significant development, expanding be-
yond its original scope of basic accessibility to encompass a multifaceted domain
of human interactions and activities. The data sources driving humanity’s progress
have become essential to an intricate network of activities supporting the private
sector, governments, and individual users. Human behavior is intricately linked to
the pursuit of solutions and the addressing of illicit conduct in order to strength-
en national and international justice."® The human perception of justice seems
inherently consistent over many geographical locations and historical periods.'"!
Accordingly, to effectively tackle illicit activities in cyberspace, stakeholders must
recognize that human endeavors shape cybersecurity. Human action does not oc-
cur alone; instead, it is influenced by broader cultural ideas.!* Familiarity with the
thought process involved in combat is equally necessary for defense.'”® Similar-
ly, understanding the cultural context helps to clarify the goals of policymaking
and planning.'"* As the threat environment expands to include interconnected do-
mains, stakeholders must prepare to deal with increased vulnerabilities.

The 2007 Estonian Distributed Denial of Service (DDoS) attack prompted cy-
bersecurity experts to recognize the rapid evolution of cyberspace, as well as the
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adaptation of traditional techniques to novel contexts. A novel cybersecurity
threat emerged, causing a redefinition of covert transnational operations.'> Con-
sequently, the attack demonstrated the potential for disabling vulnerable systems,
which could have severe consequences for a nation and its citizens."'® This attack,
which disregarded the rule of law, has been replicated multiple times since 2007.
Ironically, the DDoS assault in Estonia likely laid the foundation, at least partial-
ly, for the current state of cyberspace.'” Experts studying Russia’s capabilities have
observed that satellite-based systems might be a possible target.'”® This scenario is
not too far-fetched, considering the hostile actions witnessed in Estonia that grad-
ually intensified over the subsequent years.'”* The situation reached a tipping point
in 2015, when Russian hackers carried out a significant cyberattack on an electric
grid, targeting three power companies in Ukraine.'* After the invasion of Ukraine,
Russia launched variants of the wiper data destruction malware against Ukrainian
targets.'”! It would have been a reasonable assumption to expect Russia to expand
its cyber operations into space. The VIASAT case of 2022 became a cautionary tale
of cyber operations that now intersect space services. However, to fully understand
the lessons, it is necessary first to consider other factors.

From the beginning of the Russian invasion of Ukraine in 2022, Ukrainians
experienced the effects of an assortment of cyber operations that included the
deployment of multiple variations of malware—wipers—to destroy data.'** This
escalated with the Russian VIASAT-Skylogic breach, which revealed the existing
susceptibility of a space network to exploitation by any actor with relevant tech-
nical skills.'” Unfortunately, the criminal element lurking in cyberspace blurs the
borderlines for law enforcement across jurisdictions.'** Although national bound-
aries serve local, state, and federal jurisdictions, they also affect criminal activ-
ity and law enforcement operations.'” Due to their transnational nature and
wide-ranging consequences, these attacks should not be addressed solely through
any State’s efforts, no matter how powerful. Thus, it is imperative for stakehold-
ers to acknowledge the 2022 Viasat KA-SAT Satellite hack as a clear indication of
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Russia’s intensifying cyber operations interfering with the space domain. It is no-
table that several States have this capability.

A journey to the Moon, Mars, and other celestial bodies encompasses thoughts
of optimism, high hopes, and a future-oriented perspective infused by human ac-
tivity. Yet, if we are to look into the proverbial “crystal ball,” the future shows satel-
lite constellations, the Lunar Gateway, and increased crewed missions expanding
human presence in the space landscape. If humanity is to achieve that success,
then two realities must be recognized above all others. First, the nations of the
planet, especially the spacefaring nations, must work together toward that com-
mon goal. Humanity as a whole must recognize how, in the event of a significant
conflict involving major nations with space capabilities, the orbital region of Earth
would be positioned to serve as a potential theater of warfare.'* Second, while laws
give guidelines that must be carried out under rule-governed direction, no legisla-
tion can ever ensure its honest implementation. '’ Indeed, the Outer Space Treaty
has been in force for almost sixty years, yet, at present, a simple update of that trea-
ty cannot be realized, even when the space law community recognizes the need
for an update. Why does this idle status prevail? The truth is that the existing legal
framework in cyberspace is more of a suggestion than an enforceable legal stand-
ard, and this status is slowly poisoning the activities of humanity in outer space.
Other factors, such as mining for resources, and the race for the Moon and Mars,
have increased competition among nations. As the conflict in Ukraine has demon-
strated, a single factor is clear: the rule of law has no authority over transborder cy-
ber operations, even when a space service is involved. Recognizing the gravity of
space operations requires facing the truth: international cooperation is painfully
slow and, at the moment, nonexistent.'” The existing legal lacunae, better exempli-
fied as gray-zone conflict, complicates matters. The gray-zone conflict is character-
ized by activities of subterfuge or malice utilized by States and non-State actors to
“exploit gaps and ambiguities in the law.”'* Technology has made the gray-zone
conflict more common and its effect more widespread.'** This is supported by em-
pirical data that shows how non-State actors use information technology to harm
targeted infrastructure.”

The current landscape of activities is also profoundly influenced by the dynam-
ics of the great power competition, a framework that elucidates the nature of global,
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interstate interactions shaped by political pursuits throughout history, culminat-
ing in the era preceding World War II."*> Over time, numerous competition pe-
riods have seen strong national powers contend for prestige and prominence.'*
While the competition was limited to a two-state competition between the US and
the USSR, it has resurfaced in international relations and security studies recently,
due to globalization and American supremacy."** It has been noted how the US Na-
tional Security Strategy of 2017 openly advanced the notion that the United States,
Russia, China, and other national powers had formally transitioned from collab-
oration to competition.'*> The problem arises from the continuum of relations be-
tween governments, nonstate actors, and specific super-empowered individuals,
ranging from cooperation to confrontation, ultimately culminating in warfare.'*
In the current era of global power dynamics, the shift towards a competitive-dom-
inant engaging framework among the most influential nations and others has in-
troduced greater conflict and confrontation into the realm of competition.”*” This
scenario has led to heightened readiness for possible conflicts, encompassing ad-
vancements in antisatellite technology and exceeding all that has been witnessed
in the recent past.'*

The advancement of a solution necessitates an understanding of the purpose
behind the technology that aids humanity’s objectives and consciousness. The in-
tricate tapestry of contemporary technology presents a complex challenge in the
pursuit of a universal framework for human dignity. In an age where humanity
finds itself intricately woven into a vast tapestry of connectivity, a paradox emerg-
es: the stakeholders face an array of novel threats that seek to undermine their in-
herent dignity. This situation necessitates the establishment of a novel framework
for space law. Myers MacDougal and Florentino Panlilio Feliciano, Associate Jus-
tice of the Supreme Court of the Philippines, noted how the rapid diffusion of
weapons capable of shattering the globe, the hostile polarization of power in the
world arena, the ever more precarious equilibrium between national actors, and
many other aspects magnify with chilling insistence, even for the willful blind, the
urgent need for rational inquiry into the inherited principles for controlling vio-
lence between peoples.'* Indeed, should the inhabitants of Earth continue to find
themselves in conflict, the prospects for the future appear bleak, fraught with ten-
sion, and shrouded in ambiguity.
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So, how should the space industry proceed? The solution resides in the stead-
fast adherence to the principles of law and order. The pursuit of space exploration
serves as a mirror to the myriad activities of humanity. In the boundless expanse
of the universe, human endeavors will transcend our wildest imaginings, unfold-
ing in ways we have yet to comprehend. Thus, the inherent virtues of humanity,
coupled with the principles of space law, shall ignite a renaissance of exploration
beyond our terrestrial confines. If humanity must enter a new age of discovery, in-
corporating the entire solar system into its new domain, then “[a] more substan-
tive concept of the rule of law [should] aspire to fill the idea of the law with notions
of substantive justice”'*’ Justice must illuminate the endeavors of those embarking
upon this new era of exploration, for it is impossible to overlook the escalating de-
mands, unmatched in their breadth and intricacy, for the expansion of sovereign
authority.'* In a similar vein, this observation extends to the vast cosmic ocean
and the principles governing its exploration. The principles and regulations gov-
erning the Low Earth Orbit are of particular significance. Striking a balance be-
tween essential order and inevitable chaos means achieving a common point of
reference and a tool to protect the world. The direction of threat intelligence de-
pends much on this. The current state of space cybersecurity evolves from valuable
lessons originating in past knowledge based on security strategy, legal principles,
and industry standards. However, this knowledge must be intended for risk assess-
ments, security requirements, and an innovative space law. While an argument can
be made that new norms in international law are emerging and applicable to cy-
berspace and its intersection with the space domain, the same can be said of the
existing grey area surrounding that law.

Beyond the Horizon: Conclusion

The future of space exploration is one of hope and awe. Due to the complexities of
present geopolitics, the need to explore outer space in search of new worlds seems
far removed from the trivialities of human existence. The future of humanity holds
the potential for interstellar space travel. These tasks are theoretically possible, al-
beit costly and challenging from the current perspective. The noir in cybersecu-
rity, however, is simply a disappointment with the current state of the law at the
intersection of cyberspace and outer space. This noir is literal pessimism. “Film
noir is a stylized genre of film marked by pessimism, fatalism, and cynicism. The
term was originally used in France after WWII, to describe American thriller or
detective films in the 1940s and 50s.”'** To encapsulate the essence of noir, space
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industry stakeholders must acknowledge the intricate web of satellite communica-
tion, coupled with the shortcomings of existing regulations, underscoring the ur-
gent necessity for a cohesive framework of principles.

“Noir stories typically feature gritty urban settings, morally compromised pro-
tagonists, dark mysteries, and a bleak outlook on human nature.”'*> Will humanity
find and settle in Delmak-O or similar exoplanets? Astronauts and relevant stake-
holders will surely face dangers after they land on the Moon and travel on to Mars.
The process begins with the LEO orbit. Such guidelines are essential to safeguard-
ing data as it traverses the vast expanse between Earth, satellites, and the cosmos."**
“Launch servicing companies, remote sensing companies, and data access and an-
alytics firms all share a desire to capitalize on the development and growth primar-
ily in LEO satellites™'*

In this landscape, cyber operations emerge as another information security risk
that touches the spirit of human space exploration."*¢ Utilizing cyber threat in-
telligence, which facilitates gathering, examining, and distributing data to iden-
tify, monitor, and predict possibilities and risks within cyberspace, enhances
decision-making.'*” By leveraging threat intelligence, stakeholders gain a valuable
perspective on the ever-evolving landscape of threats, vulnerabilities, and tactics
malicious actors employ.'*® The noir in cybersecurity encourages new practices,
standards, and norms to help secure the space industry. The attractive promise of
providing global internet access via LEO satellite constellations is expected to gen-
erate around $400 billion in growth for the space sector by 2040.'*” Observing the
landscape of the next twenty years, and even one hundred years, offers a beginning
that traces its wisdom into the past and evolves into the future. The path to a work-
able space cybersecurity framework that ensures defensive capabilities in LEO can
be developed from the wisdom of those scholars who long ago identified the ben-
efits of space exploration, recognizing that peace and security evolve from uncer-
tainty. The immediate solutions are contained in a new cybersecurity framework
that, anchored in space law, will inspire the development of novel legal principles.
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